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1. Background

- Face de-identification: qua trinh 1am cho khuén mét trong anh khong dé
lién két v&i danh tinh gdc nhung van gilt cac théng tin khac nhu pose,
emotion, light, context

- Reversible de-identification: anh da an danh van cd thé khoi phuc vé
danh tinh goc khi c6 du diéu kién uy quyén

- ldentify embedding/identify vector: biéu dién s6 hoc cla danh tinh
khudn mat

- Format-preserving encryption (FPE): phuvong phap ma hoa bao toan
dinh dang
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2. Problem: Facial Data Security

- Su bung n6 cua ky thuat sb va giao dich
trwc tuyén dan dén viéc thu thap va lvu
trlt lvong 1&n di¥ liéu sinh trac hoc
- Nhitng hinh anh lvu trit trong hé thong (=) v o .
gidm sat, CSDL hodc nén tang xac thuc '
thwong hay bitan cdng, néu bij ro ri cd thé
dan dén:
- Pdanh cap danh tinh
- Lira dao, gia mao

-  Deepfake
_‘
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3. Motivation: M&i quan hé giitta quyén riéng tw va kha nang
khoi phuc dir liéu

- Cac quy dinh phdp ly nhu GDPR yéu ciu bao vé dit liéu nghiém ngat. Tuy
nhién, trong nhiéu trudng hop can khdi phuc lai danh tinh tir dit liéu d3 an
danh

- Nhu ciu cdp thiét |1a phat trién mot cdng nghé co khd nang:

= Khir dinh danh manh mé dé ngan chan truy cap trai phép

=  Cho phép khoi phuc dir lieu mot cach chinh xac

= Duy tri duoc chat lwgng hinh dnh va cac dac trung dé phuc vu cho cac
tac vu khac

-> Cén phdt trién céng nghé khw dinh danh va cho phép khéi
phuc dir liéu
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4. Existing Attention Limitations
Nhirng han ché chinh cia cac phuvong phap hién tai:

> Ky thuat truyén thong (Blur, Pixelation, Noise): dé thuc hién
nhung lam gidm chat lvgng anh va cé kha nang bi pha v& badi cac
moO hinh hién dai.

» Ky thuat dwa trén Al (GANs): Tao ra hinh anh chan thwc nhwng
khéng thé khéi phuc lai

> Ky thuat khéi phuc dwa trén mat khau: thwong dua trén cac
khoa ngan/yéu = dé bj brute-force va thiéu tinh bén vitrng vé ciu
truc
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5. Proposed Method

Nghién clru dé xuat mot md hinh tich ho’p Format-Preserving
Encryption — FPE) vao cac mang Face Swapping

v Muc tiéu: cai thién do bao mat thdng qua mat ma ma van gilr
nguyén dinh dang dir liéu

v M6 hinh tich hop: Ap dung cho FaceShifter va SimSwap

v C6t 16i: S& dung thuat todn FF3 dé m3 hod identify vector ma
khéng lam thay doi dinh dang, ciu tric so6 va s6 chiéu cda dit liéu
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5. Proposed Method

Attributes
Encoder

Identity

Generator
Encoder

. - Generator
Original De-ldentified

extract

i i pe? Recoered
D |
S = i - Decryption .
Metadata Face De-identification Face Restoration
Process Process

FIGURE 1. Framework of face de-identification process and restoration process.
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5. Proposed Method

> FaceShifter (AEI-NET) la mot dual-stage framework duoc thiét ké dé hodan
doi khudbn mat dé phan giai cao
> Trich xuat cac dic diém danh tinh t&r anh ngudn bang bd m3 hoa
Arc Face:
Zig = ArcFace(Xy) (1)

> Sau dg, cac thudc tinh nhu biéu cdm, tv thé, anh sang sé& duoc
extract bang Multi-Level Attribute (MLA) dua trén kién tric U-Net

MIA(X;) = zZan (2)
Zatt = {Z;n, Zﬁzr ----- Zat ) (3)
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5. Proposed Method

> FaceShifter (AEI-NET) la mot dual-stage framework duoc thiét ké dé hodan
doi khudbn mat dé phan giai cao

zid = ArcFace(X;) (1)
MILA(X;) = Zan (2)
Zait = {Zérrﬂ ngt ----- Zatt ) (3)

> Cac dac diém két hop lai véi nhau béi bd sinh AAD va hinh anh géc
dé tao ra hinh anh mai:

G(Xy, Zart > Zid) = Xdeid (4)
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5. Proposed Method

» SimSwap la face swapping framework cé d6 chan thuc cao, cho phép
bién doi danh tinh mot cach tong quat.
> Trich xuat cac dic diém danh tinh t&r anh ngudn bang bd m3 hoa
Arc Face:

z;d = ArcFace(Xy) (3)

> Sau dod, hinh anh dich duvoc m3a hod thanh ban d6 dac diém chra
thong tin thudc tinh (vector danh tinh):

F: = Encoder(X;) (6)
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5. Proposed Method

» SimSwap la face swapping framework cé do chan thuc cao, cho phép
bién d6i danh tinh mot cach tong quat.

z;d = ArcFace(Xy) (3)
F: = Encoder(X;) (6)
> Cac dac diém két hop lai véi nhau va hinh anh géc dé tao ra hinh
anh mai:
G(Xs, Fr, Zid) = Xdeid (7)
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5. Proposed Method

» Format-Preserving Encryption: 1la mot phuong phap ma hoa bao toan
dinh dang

» Nghién clu st dung thuat toan FF3 (Feistel Finite Field) — mot phwong
phap FPE phd bién:

str < ExtDigits(z})  Ex. z;4=0.0234589 - “234589”

enc < FF3onerypt (11, key) Ex. “234589” = “594932”

i - _ “ ” —7
Z;Ef] -— (_1) w enc x 10 7 Ex. “594932” = 594932 x 10
- 0.0594932
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Algorithm 1 De-Identification Algorithm
Require: X (source image), X; (target image), key
Ensure: X;.;; (de-identified image), metadata: [z, Z]

Zid < ArcFace(Xy)

Zat < MLA(X;) or Encoder(X;)

(. _
for each z;, in z;; do |
Str <« Eerigirs(zg)

5. Proposed Method enc < FF3 perypi(str, key)
z;g) «— (=1) x enc x 1077
end for

Xdeid < G(Xs, Zart Z;’d)
/* Store metadata for restoration */
Store z, and z,, securely as metadata

return X i, metadata [z, ,, Zuu]
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Algorithm 2 Restoration Algorithm

Require: Xj.;; (de-identified image), metadata [Z;d, Zan )
key

Ensure: X,.g,req (restored image)
Load metadata for restoration */

Retrieve encrypted identity vector z;, and attributes zqy
from metddﬂta

5. Proposed Method for each 2}, in 7}, do
str <— ExtDigits(z; H,J )
dec < FF3gecryp(str, key)
m::}:r} « (—=1) x dec x 107
end for

Xrestored <— G(Xdeid Zare » E )
return X,.gored
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De-identification and restoration accuracy of FaceShifter & SimSwap

Dataset Verification Model | De-Identified | Restored | De-Identified | Restored
ArcFace 99.38% 99.99% 99.04% 099.98%
LFW FaceNet512 99 81% 99.87% 099.95% 99.56%
VGG-Face 99 85% 99.99% 91.91% 00.98%
ArcFace 99.18% 099.99% 99.10% 00.89%
FFHQ FaceNet512 99.99% 99 81% 099.95% 97.49%
VGG-Face 99.05% 99.99% 90.96% 99.86%
ArcFace 96.87% 98.96% 98.41% 099.85%
VGGFace2-HQ FaceNet512 99.92% 97.53% 09 98% 97.71%
VGG-Face 97.91% 99.08% 02.75% 09.90%
ArcFace 96.53% 100.00% 07.84% 09.91%
CelebA-HQ FaceNet512 08.22% 99.73% 09.95% 98.51%
VGG-Face 97.02% 99.99% 92.51% 99.98%

FaceShifter SimSwap
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6. Results

Restored

(a) LFW (b) FFHQ (¢) VGGFace2-HQ (d) CelebA-HQ

FIGURE 2. Visual results of the de-identification and restoration process using FaceShifter across four datasets: (a) LFW, (b) FFHQ,
(c) VGGFace2-HQ, and (d) CelebA-HQ. Each row shows: original, de-identified, and restored images.
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6. Results

Restored

(a) LFW (b) FFHQ (¢) VGGFace2-HQ (d) CelebA-HQ

FIGURE 3. Visual results of the de-identification and restoration process using SimSwap. The datasets and image arrangement are consistent with
those shown in Figure 2.
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6. Results
Quantitative evaluation of image quality for de-identified and restored outputs
Dataset Metric De-Identified Restored De-Identified Restored
SSIM T 0.9486 0.9657 00514 0.9579
FID | 1.0787 0.6668 0.8298 0.6452
LFW LPIPS | 0.0240 0.0187 0.0208 0.0170
PSNR 1 30.4010 34.3245 31.9974 33.5091
BRISQUE | | -0.2347/31.7490 | +1.8156/33.7993 | +1.3454/33.3291 | +1.6945/33.6782
SSIM T 0.8978 0.9056 0.8341 0.8190
FID | 6.7071 4.7227 19.7097 15.8504
FFHQ LPIPS | 0.0519 0.0565 0.0797 0.0773
PSNR 1 25.7045 28.6898 26.1322 26.0516
BRISQUE | | +43.5324/6.6942 | +9.7293/12.8911 | +11.8354/14.9972 | +12.6911/15.8529
SSIM + 0.8721 0.8472 0.7312 0.6719
FID | 6.2875 3.8112 19.9047 16.7163
VGGFace2-HQ | LPIPS | 0.0651 0.0851 0.1309 0.1285
PSNR 1 23.9561 24.6397 22.3970 21.0113
BRISQUE | | -0.1860/14.2166 | +4.6634/19.0660 | +10.1827/24.5853 | +10.9031/25.3057
SSIM T 0.9399 0.9543 0.9219 0.9248
FID | 2.1414 2.2271 3.8333 2.8213
CelebA-HQ LPIPS | 0.0277 0.0307 0.0293 0.0291
PSNR 1 28.8664 31.8741 29.4248 30.1624
BRISQUE | | +0.4876/15.1296 | +3.7176/18.3596 | +0.8797/15.5217 | +2.0768/16.7188

FaceShifter SimSwap ‘

HO CHI MINH CITY
UNIVERSITY OF TECHNOLOGY AND ENGINEERING

01, Vo Van Ngan street, Thu Duc ward, Ho Chi Minh City, Vietnam




HO CHI MINH CITY
rﬂ UNIVERSITY OF TECHNOLOGY AND ENGINEERING

v 01, Vo Van Ngan street, Thu Duc ward, Ho Chi Minh City, Vietnam
HCM-UTE hcmute.edu.vn

7. Security & Complexity Analysis

» Chong tan cong: viéc sir dung FPE cé kha nang chong lai cac cudc tan
cOHng so vai mat khau théng thuong

> An toan di¥ liéu: Ngay ca khi vector nhing bi ro ri, danh tinh géc van
dwoc bao vé néu nhu khéng cé khod giai ma

> DO phirc tap: can tai nguyén tinh toan Ion
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8. Insight & Conclusion

Cac két qua thuwc nghiém cho thay:

1. Phuong phap giai quyét thanh cong mau thuan gitra bdo mat quyén
riéng tu va kha nang phuc hoéi dit liéu.

2. Viéc tich hgp mat ma va qua trinh biéu dién dac diém l1a mot hudng
di c6 thé phat trién

=» Nghién ctru d3 giai quyét cac van dé lién quan dén bao mat dir liéu

sinh trac hoc ma khong lam mat di gid tri s dung cla di¥ liéu
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